BQUATE PRIVACY POLICE

Effective as of August, 13, 2018
It´s great to have you onboard! Now, please allow us to let you know how we gather, use and share any information that
can be used to identify you as an individual (your “Personal Data”).
Your privacy and the security of your Personal Data is very important to Bquate SAC and all its affiliates or controlled
companies (“Bquate”). Thus, we have designed this document to make clear to you what information we collect, the
purpose of doing it, how we process the data, if we transfer it to third parties and all the rights the international legal
framework - General Data Protection Regulation 2016/679 or "GDPR" – grants to you (“Privacy Policy”). We are confident
to have been abiding by this new law for a long time already, but now we decided to publicize it as user friendly as
possible, labelling the sections to make its understanding smooth.
You should carefully read this Private Policy every time you intend to access and/or use the contents and/or services
provided on Bquate websites https://www.bquate.com and http://login.bquate.com (“Portal”), as it may be amended it
from time to time. We will make sure that you are aware of any update by displaying a notice on the Portal or by sending
you an email.
In the event you do not agree with the content of this Privacy Policy, then please remember it is your choice whether you
want to use the Bquate Service, which includes management and label services, the administration and distribution of
digital content and the consequent royalty collection, as well as the use of other units, which may be implemented in a
progressive manner by Bquate.
The security of your Personal Data is provided by Bquate using appropriate technical and organizational measures, based
on best practices in the industry. We guard it against unauthorized access, however, please note that no system is utterly
secure and we cannot be hold responsible for unapproved disclosure beyond our control.
In case you loose control of your password or believe your credentials to Bquate Portal have been compromised for any
reason, please immediately change your password and contact us via the email provided in Section 1 below.
Bquate must works with your accurate and current Personal Data. Having this in mind, please keep us informed if it
changes during our business relation.

1.WHO is responsible for looking after your personal data?
Bquate SAC is a Peruvian-based company, with a registered office at Av del Ejercito 250, interior 506, Miraflores, Lima,
Peru, currently working with music creators and music companies from 28+ countries.
But do not worry, there will be a single point of contact for all Bquate group.
For all issues arising from this Privacy Policy, including requests to exercise your lawful rights, you may contact us at
data.protection@bquate.com.
If you have a request or concern about any Personal Data, please let us know and we will attempt to resolve the issue
within one month. Depending on the complexity of your request, we may extend this period for an additional two
months.
You also have a right to lodge a complaint with your national data protection supervisory authority at any time. However,
letting us know beforehand, allow us to make it simpler for you.

2.WHAT Personal Data do we collect?
These are your Personal Data we might collect:



Who You Are: information that you provide by filling webforms on our Portal, such as name, identity proof,
mailing address and/or email address.



Payment: Data received when you input payment details, like Paypal or similar services credentials, billing
address, bank account and other specifics.
What You Need: Details gathered when you contact us with a query, issue or request. This includes messages
you send to and/or receive from Bquate customer service team, via our Portal or not.




How IS Your Visit: Aspects of your sessions in the Portal, including, but not limited to IP addresses, time zone
settings, plug-in types, operating system, mobile carrier, browser version, traffic data, browsing and service
selection histories, frequency, types of devices you are using to access or connect to the Portal and network

connection provider (e.g. WiFi, 3G, LTE, Bluetooth). This information is mainly captured by cookies – a small text
file, that collects the evidence we describe in this section. If you want to know more about cookies, please visit
https://www.aboutcookies.org/.



What Do You Like: Your interactions with us, such as record of marketing permissions or objections, post or
upload of any material and mailing preferences.

We may collect information about you indirectly from other sources, like social media platforms, when we believe it might
be useful for the excellence of our services. These third party applications may have their own terms and conditions of
use and privacy policies. Bquate does not endorse, nor is responsible or liable for the behavior, features, or content of any
external service providers.
We do not collect any sensitive information; by sensitive information, we mean precise location, private contacts, access
to your photos or camera, among others. Whether needed in the future, we will specific ask for your consent, which you
can withdraw it at any time. Notwithstanding, if you choose not to provide us with your consent for a special category of
data, you may not be able to take advantage some of our special features - be sure we will advise you if this is the case.

3. Why do we USE your Personal Data and what is the LEGAL BASIS for it?
The use of your Personal Data depends on the category of your Personal Data.



Who You Are information is used to provide, personalize, and improve your experience with the services Bquate
shall provide, as well as notify you about any important instruction, message, advice or changes we might carry
out. We may contact you, either directly or through one of our partners, via emails, SMS´s, notifications and
other types of communication.



Payment details is decisive to process settlements arising out the commercial exploitation of your content, as
well as to prevent or detect related fraud.
What You Need is vital to Bquate communicate with you about service related matters, your experience, any
request you might have and other liked purposes.



How IS Your Visit statistics allow us to ensure the content we present is in the most effective manner for you
and for your device. These usage trends and consumer preferences help us to understand your behavior, so we
can make our Portal more appealing, by developing new products and services, making our interface more user
friendly and other upgrades.



What Do You Like data permits Bquate to share with you new features and local recommendations, among
other propositions tailored to your preferences. We require explicit opt-in consent for direct marketing. You
have a right to stop receiving direct marketing at any time - you can do this by contacting us using the details in
Section 1.

We rely upon legal grounds to manage your Personal Data, so all Bquate use is fair and reasonable. Here are these lawful
bases:


The performance of the contract we have with you;



The compliance with relevant legal or regulatory obligation we are subject to; or



The support of the 'legitimate interests' that we have as a corporation (for example, to improve our services, or
to carry out analytics across our datasets), provided Bquate acts in a licit, upright, transparent, loyal and
proportionate manner.

4. With whom we SHARE your personal data with?
Bquate, in its role of Data Controller may share your Personal Data with other companies inside of the Bquate Group, and
with important partners, current or to be added in the future, that help us manage the business and deliver services, who
may be located overseas.
These companies and partners, acting as Data Processors may have access to your Personal Data in order to assist us, with
target advertising and promotional communication, statistical analysis and academic study, customer relation
management; also help Bquate host, store, manage, and maintain the Bquate applications and its content, as well as
manage our IT and back office systems.
The relation Bquate will endure with Data Processors is and will be on a strictly “need-to-know” basis; they will be bound
by written stringent confidentiality restrictions, which will force them to keep Private Data strictly confidential without
sharing it with any other entities.

We also may be obliged to share Personal Data with solicitors and other professional services firms (including our
auditors).
Notwithstanding these private relations, we must, from time to time, allow our regulators and law enforcement entities
around the world to access Private Data, aiming to respond to valid legal process or comply with a legal obligation under
applicable law, rule or regulation.
Finally, in case we enter into a negotiation to sell any portion of our businesses or assets, either perform any other
corporate related transaction, we will continue to ensure the confidentiality of your Private Data and give you notice
before it is transferred to the successor or purchaser.
We will always take steps to ensure that any international transfer of information is carefully managed to protect your
rights and interests.

6.How LONG do we keep your personal data?
We take seriously the prevention of unnecessary retention. Thus, Bquate will hold your personal data for as long as is
reasonably essential for our business purposes, listed in Section 3 of this Privacy Policy.
When your Personal Data is no longer required and we do not have a legal requirement to retain it, we will ensure it is
either securely deleted or store anonymized, no longer being used by the us.

7. What are your RIGHTS?
GDPR grants you the following rights, which you may exercise, at any time, free of charge, exception made to unfounded,
repetitive and/or excessive request, upon a reliable proof of identity.
Please note some local laws may provide some exemptions to the right of access, whereby Private Data can be withheld
from you in certain circumstances, for example where it is subject to legal privilege.
RIGHT

WHAT THIS MEANS

Access

You may ask us to: (i) confirm whether we are processing your Private Data; (ii) give you a
copy of that data; and (iii) provide you with details about it, such as what we have, what we
use it for, to whom we disclose, to the extent that information has not already been provided
to you in this Privacy Policy.
You may ask us to rectify inaccurate Private Data. We may seek to verify the accuracy of the
data before rectifying it.
You may ask us to erase your Private Data, but only where: (i) it is no longer needed for the
purposes for which it was collected; or (ii) you have withdrawn your consent (where the data
processing was based on consent); or (iii) it follows a successful right to object (see
'Objection' below); or (iv) it has been processed unlawfully; or (v)it is necessary to comply
with a legal obligation Bquate is subject to.
In the context of marketing, please note that we may maintain a suppression list if you have
opted out from receiving marketing content to ensure that you do not receive any further
communications.
When you ask Bquate to restrict your Private Data, means we are authorized to retain, but
not use it. These are the data you may ask to be restricted: (i) which accuracy is contested
(see 'Rectification' above); or (ii) which the processing is unlawful, but you do not want it
erased; or (iii) which no longer needed for the purposes for which it was collected, but we
still need it to establish, exercise or defend legal claims; or (iv) which you have exercised the
right to object, and verification of overriding grounds is pending.
We can continue to use your personal data following a request for restriction, where: we
have your consent; or to establish, exercise or defend legal claims; or to protect the rights of
another natural or legal person.
You may ask us to provide your Private Data to you in machine-readable format and to have it
'ported' directly to a third part, if it is possible.

Rectification
Erasure / Right to be
Forgotten

Restriction

Portability
Objection

You have the right, at any time, to object to us processing your Private Data: on grounds
relating to your particular situation; or for direct marketing purposes.

8. Children. Bquate, complying with United States Children's Online Privacy Protection Act of 1998, will never knowingly
collect Private Data from anyone under the age of 13 (thirteen) without requiring parental consent. Every person who
enters our Portal represents to be 13 (thirteen) years old or more, as stated in our Terms and Conditions
(www.bquate.com/termsandconditions).

